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Annotation

This work considers the modern architecture of data center processing and the security issues related
to its establishment. The existing mechanisms of data center security are analyzedfrom physical and
technical point of view. The paper discusses the storage protection standards and their application
areas. Recommendation includes procedures that can be applied by the organizationconsidering the

architecture and amount of storage.
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Energy consumption at server level 1 watt

DC/DC conversion + 0.18 watt
AC/DC conversion + 0.31 watt
Power distribution + 0.04 watt
Uninterruptible power supply, UPS + 0.14 watt
Cooling + 1.07 watt
Building switchgear/transformer + 0.10 watt

Total energy consumption 2.84 watts
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VKO ~59% approx. 2-3 weeks/year no requirements

£ VK1 99% 87 .66 hours/year normal availability
E E g VK 2 99.9% 8.76 hours/year high availability
M W —
'_E '_: '5".? VK3 99 99% 52 6 minutes/year very high availability
< VK 4 99 999% 5.26 minutes/year highest availability
VK 5 99 .9999% 0.526 minutes/year disaster tolerant
- Tier | 99 671% 28 .8 hours/year
o @ o
E % § Tier Il 99.749% 22 0 hours/year
; § E Tier Il 99.982% 1.6 hourslyear
= Tier IV 99.995% 24 minutes/year
A 72 hours/year
;E 2 & B 24 hours/year
3 g,% C 1 hour/year
Egx
S 3 E D 10 minutes/year
E 0 minutes/year
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Data center type  Server cabinet Server room

Small data Mid-size data Large data

center center center
Equipment
@ number of servers 48 19 150 600 6,000
@ total power 19 kW 11 kW 105 kW 550 kW 5,700 kW
@ floor size 5m° 20 m* 150 m* 600 m* 6,000 m”
@ network
Copper 30m 170m 6,750 m 90,000 m 900,000 m
Fiber optic 10m 1,500 m 12,000 m 120,000 m
centers i Germany Total
2008 33,000 18,000 1,750 370 50 53,170
Extrapolation for 2015
Business as usual 34,000 17,000 2,150 680 80 53,910
Green IT 27,000 14,000 1,750 540 75 43,365
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Tier requirements TIER | TIER Il TIER 1l TIER IV
Distribution paths 1 1 1 active / 1

power and cooling alternate 2 active
Redundancy active
components N N+1 N+1 2(N+1)
Redundancy backbone no no yes yes
S;;?n';da"w horizontal no no no optional
Raised floors 12* 18" 30%-36° 30%-36°
UPS / generator optional yes yes dual
Concurrently no no s s
maintainable y y
Fault tolerant no no no yes
Availability 99.671% 99.749% 99.982% 99.995%
N: Needed Source: Uptime Institute
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